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What  is  a  Backup  ?

 Copy of  key data stored on a  PC / Phone

 In  case  data  gets  lost  / destroyed   . . .

 If   Sw Upgrade  is  ‘unsatisfactory’   . . . .

 If   PC  gets ‘Infected’ / ‘Encrypted’    . . . . . 

 To  transfer data to a different  PC / Phone

 Archival Storage  - ATO  7 years

Why have a copy  ?



But how could I lose my Data ?

 Virus,  Trojan,  Malware, Encryption attack

 Storage Disk / Memory failure

 Problems ex newly installed program  or  OS

 PC  damaged - lightning strike, brownout

 PC / Laptop stolen ( left behind  !  )

 PC / House destroyed - fire,  flood

 Malcontented staff  - or family member 

 . . . .   Accidental  deletion  . . .



Two  types  of  Data

 Operating System  & Applications

 Re-Install  from DVD or fresh Download 

(may need backup doco re Install keys)

 Personal  Documents - Email,  Photos, Movies,  

Bookmarks, Preferences  etc 

 Can only recover from personal backups !

 Critical that multiple & proven copies exist of  all  

key Personal Data  . . . . 

 NB.  Within Personal Data, I even include all OS-Apps  Build  files



Backup  Media

 Burn  to  CD (700MB) / DVD (4.5GB, 50c)

 Copy to USB Stick  (16GB, $12) - however,  easily lost  . . . .

 External HDD – USB3  (1TB-$77, 2TB-$129 @Officeworks)

 Network – Paid Remote Storage,  eg.Carbonite us$60 pa,  

unlimited space, includes auto Sync 

 Free Cloud storage – Mozy 2GB, Google 15GB, Yahoo 1TB,

MS OneDrive  5GB  (1TB with O-365 subscription)

 Note :      Most people have restricted Upload Speeds   ! ! 



Copy Types

 Restore Point  – record  system / program changes, 

so can easily revert / restore back 

 File Copy  – exact copy,  as individual files 

 Incremental copy  – only copy new or changed files

 File Synchronisation – mirror or two way update

 Image Copy  – compressed copy of whole disk or partition 

 Incremental Image  – only copy new or changed areas



Full  vs Incremental

Week  1

Week  2 Week  2  New + Changes

Week  3 Week  3  New + Changes

To Restore :     Use Week 3  Backup                Use  1+2+3  Backups



Backup Strategy :   Split  OS & Apps,  Data

D :

OS  and  Applications

C:

Personal Data

Month Start Month Start

Next Month

Week  2  New + Changes

Or  maybe,    Weekly for  C:  (OS, Apps),     Daily for D:  (Personal Data)

Week  4   New + Changes

Week  3   New + Changes

Next Month



Copy  Storage  Locations 

 Restore Points  – data held within the PC

 Critical  Data  Copies  stored Offsite

“more than a Mile, less than an Hour”

 Maybe Weekly Backups at Home

Monthly backups sent Offsite

Maybe Multiple Copies,  Multiple sites 

 Online Options - MS OneDrive 5GB free etc

also allows data sharing, multi-devices



System Restore Point

 Standard  Windows  Function  (since XP)

 Automatically used with most Windows Updates

 May not include Drives other than  C:

 Can  invoke  seperately for Other changes

eg.  Application Install, Dubious Email query

 Roll-back to known Restore Point date/time,

usually past 5 days, depending on space given





File Backups / Copies

 Standard  Windows Function – File History in Win-8, 10

 Or added S/W  (Acronis True Image)

 User Setup needed – to decide folders, frequency

and backup locations

 Sometimes  difficult  to find  – eg. Email files

 May have Incremental Options

ie.  Only backup New / Changed files

 Does not handle  Boot-Sector / Registry  faults 



Win 10 Backups



Win-7  Backup 

(hidden in w8, w10)



File History - as in Win-8 / Win-10



File  History  Demo



File  Synchronisation

 Maintain Up-to-Date copy of files on a second 

system  (PC, USB Stick, DVD-RW, Ext HD) 

 May be two-way,  based on file time stamps 

(ie.  Selects latest version of a file ?)

 Maybe be automated – esp. Cloud versions

 My Non-Cloud Preference: Free File Sync 

(www.freefilesync.org)  or many more 

 Has many synching options available .  .  .  .





Image Backups

 Backup whole HD (or Partition), rather than files

 Considerably faster  (1Gb / minute)

 Usually allows Full and Incremental Backups

 Can recover whole partition,  including  OS

 Standalone recovery – from CD or USB key ( setup prior ! ! )

 Can recover to a different HD ( if HD crashed ) 

 Can open as standard Directories to recover individual files . . .

 Preferred S/w:  was Norton Ghost, Acronis TrueImage (us$25) 

now  Macrium Reflect (free)











Original  Data Partition  - G: Replicated from Image Backup  - I:



Win-10 

Recovery

Update to Win-10             

ex w7, w8  . . . 

Image held for  30?    

days  (20+  GB) 



Scenario : deleted key family photo

. . .  divorce  looming

 Ensure Files backed up previously

 Access the backup to find specific photo

 Copy back to standard location

 Marriage  saved . . .

 Also solves accidental Document deletion  

 Note:  could also extract ex Image Backup 



Scenario :   Installed Sw Update
(or new program) 

• Want to roll-back to pre-condition system

• a)  Ensure Restore Point available

b)   Boot into Safe Mode  ( if needed )

c)   System Restore to earlier point

• Standard  part  of  XP  upwards

• May also handle Dubious Email, WebPage, 

now getting strange virus warnings

system now useless . . . 



Scenario : Unsatisfactory  Win-10  Upgrade 

• a)   Windows Rollback  – within 30 days  . . .

Win-10 Upgrade saves copy of previous O/S 

• b)   Image Restore (ex Macrium or Acronis TrueImage

• From within Win-10 - if Win-10 partially working

• or  Standalone using Recovery CD or USB

Two options  . . . 



Scenario:  Disk Drive Noisy 

system will not boot

 Apparent  Disk Drive Failure, but have 

an external Image Backup available

 Obtain Replacement HDD and install

 Recover Whole System from Image 

Backups  ( 30 - 60  minutes)

 NB.  OS and Programs Reinstall + Data

Restore might  take  2 - 3 days 



Scenario:  Wildcat Bush Fire 

house & contents all lost 

 Get replacement PC via Insurance Money

 Reload  OS & Apps

 Retrieve Off-site Data Backup

 Restore  Personal Data

 Fully recovered:   3 – 4  hours

 Faster if both OS and Data Images Off-Site



Recommendation :

 Ensure Systems  Restore Point  taken before 

System Updates / New App installs

 Segregate Data  from OS / Applications

eg:  C=   OS and Applications

D=   Personal Data (docs,email etc)

 Use  external HDs  as backup medium

 Have  Image Backups of  C and D –

with an older Data Image stored Offsite



Summary

 Important to Understand differences

Restore Points and Rollback

File Backups  or  File Synch

Image Backups and Recovery

 Essential that Personal Data be backed 

up regularly, with a copy Offsite

 . . . . Back-Ups need to be tested . . . . 



Hopefully, we now better Understand :

• Restore Points

• File Back-Ups 

• Synchronisation 

• Image Back-Ups

• Win-10 Rollback

• Any Questions  . . .

Dave  Botherway Apr-2016


