
 Ransom ware   -  what  is  it  ? 
 

Trends  in  Malware 

Ransom ware – how it works 

How could I get it   ? 

Recovery  --   Bit Coins payment 

                   --  Restore from Backup 



 Malware  Trends 
 

   Stage One  -   a virus to achieve notoriety or seek assistances   

       Anti-Virus protection,   Educate the Gullible (Nigerian etc) 

   Stage Two  -  capturing Banking or Credit Card details           

       Banks  aware of  perpetrators and  block transfers      

       Money laundering needed  -  via gullible third parties  

   Stage Three –  crypto locking key data,  seeking ransom money  

   Ransom payable in untraceable Bit-Coins       

   Targeting small business,   with  ‘viable’ emails      

  



 Scammers to the Gullible 



 Getting Banking Details 

Bogus Website – gets Acct details  



 Crypto-Locker  Examples 

 Once clicked,  damage starts   . . . . 

. 



Small Business  Examples  Tend to arrive 9am-10am   local time !  



 What Happens   ? 

• Needs “click”  to open / activate 

  

• Virus encrypts documents, pics, music etc 

 

• Looks at all drives,  including networks 

 

• May give “progress” message          

 (we are now getting your details) 

 

• Data can only be retrieved using a 

 specific   decryption  key 

 

• Ransom demand to get the needed key  









 Recovery 

• PAY UP    -    $300 - $600   (using Bit Coins ! )     

      

• No guarantee key will be provided,   or that it will work  100%  

   

• Still need to remove the virus  . . . .  to stop re-infection,    2nd Hit 

       

• OR  Use Image Restore - may need to go back a few days/weeks

  

•  Trade-off  –  Delayed Encryption ( to infiltrate backups vs exposure ) 

  



 Summary 

   Ransomware becoming major risk for all computing,      

  targeting individuals and Small Business 

   Social Engineering concepts being exploited – for the Gullible 

   Critical that we have good Off-line backups  ( and  tested.. ) 

   Good housekeeping -  Don’t open unsolicited or copycat emails  

   be wary of mock or known problem websites / material    

    Overall education needed . . .  Family,  Staff  etc 


