Ransom ware - what is it ?

Yy /Ly

Trends in Malware

Ransom ware - how it works
How could | getit ?

Recovery -- Bit Coins payment

-- Restore from Backup



Malware Trends

» Stage One - a virus to acl
Anti-Virus protection, Educate the Gullible (Nigeric

» Stage Two - capturing Banking or Credit Card details /
Banks aware of perpetrators and block transfers
Money laundering needed - via gullible third parties

» Stage Three - crypto locking key data, seeking ransom hey
Ransom payable in uniraceable Bit-Coins

Targeting small business, with ‘viable’ email



Scammers to the Gullible

Original Message DHL notification

Subject:My Milan Trip.Patricia Durney
Date:Wed, 24 Oct 2012 07:57:25 +0100 (B5T)

From:patricia Durney s REASON: Postal code contains an error.
Reply-To- e G — LOCATION OF YOUR PARCEL: New York
To:undisclosed recipients: ; DELIVERY STATUS: sort order
SERVICE: One-day Shipping
NUMBER OF YOUR PARCEL: ETBAKPRSU3
I'm in some terrible and horrible situation,| came down here to Milan,ltaly for a program and FEATURES: No
gun point last night, | misplaced my wallet on my way back to my hotel after | went for sight
wallet contained all the valuables | had. Now, my passport is in custody of the hotel manager Label is enclosed to the letter.
| | wﬂtﬂ. o ',I'Dl.i when | make payment. Print a label and show it at your post office.

QOur company’s courier couldn’t make the delivery of parcel.

I Hmﬂ'ﬂﬂ“ FI'II"I.' | am sorry if i am inconveniencing you, but i have only very few people to run to now. i will b An additional information:

|| grateful if i can get a loan of 1,000 Euros from you. this will enable me sort my hotel bills an
self back home. | will really appreciate whatever you can afford in assisting me with. | promis
full as soon as | return. let me know if you can be of any assistance. Please, let me know soor
much.

If the parcel isn’t received within 15 working days our company will have the
right to claim compensation from you for it's keeping in the amount of $8.26 for
each day of keeping of it.

You can find the information about the procedure and conditions of parcels
keeping in the nearest office.

Write me so | can let you know how to send it.
Thank you for using our services.

Thanks.. DHL Global

Trish




Getting Banking Details

I‘l Z\'

PROTECTING YOUR ACCOUNT

Our Technical Service department has recently updated our online
services, and due to this upgrade we sincerely call your attention to follow
below link and reconfirm your online banking account details. Failure to
confirm your ANZ online banking account details will permanently suspend
you from accessing your account online.

http://www.anz.com.au/INETBANK/bankmain.asp?action=update

We use the latest securty measures to ensure that your online banking
account is safe and secure. The administration asks you to accept our
apologies for the inconvenience caused and expresses gratitude for

cooperation.

J. A. Smith
Secunty Advisor
ANZ Online Banking

Welcoma to ANZ Intarnet Banking Update
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Pansword

1 you were referred by an AT Staff Member, plesse enter the Roferral Code,

Reforral Code |

Saltware Requirements and Settings Guide

If you do rot have a Qustmer Regsration Numbor and Teloodo, ploase ¢all 13 33 S0 (opton 1) M4 howrs 3
davy, 7 dayn 3 woek,

10%: WIVI Lk g ANT B0t Baed re), pous0 dO ot Wi@ your Lrowsdr s BACK Dutten

Bogus Website — gefs Acct details




Crypto-Locker Examples

Example:

WA Appllam Partg: Dolhmy‘huptlon E-mall Rohmm 019408
: ’ | : i electricity account.

t M‘Mlb&“m
Parts

I Message | WA Apphiance Parts_AusPost Tracking Label_id00-mydqb18).zip (2 KB) : -
We've made it easier to manage your billé. \.;Q A

Monthly Bill. Now you can have more control over when and how you receive your
energy bills. By choosing My AGL Monthly Bill, you can receive your electricity and/or
gas bills each month.

‘ ) "Pa ST At AGL, we like to make things easy. That's why we're pleased to mtroduoehyAGL -

Account No. Vi r Bill

Tt Ameurt e -

Delivery Exception
Address Update Required

Hi, your parcel has experienced an exceplion o private oses,

err |$i@n must Soug

Shipment Details the requirement that the oopyright owner's name and interest in the material be
acknbwhledqey.wmh the material is reproduced or quoted, in whole or in part.

TRACKING # AU162701661
SENTTO WA Appliance Parts

ADDRESS AL W Ry Once clicked, dqrége starts . ...




Small Business Examples

From: "Mike Evans" <heidinichols@att.net>
Subject: Reminder: Your unpaid bill 16M-250529 requires instant reaction
To: beast@melbpc.org.au

Attention to the finance department.

This letter 1s to remind you that invoice number 001496833 is overdue.
The amount of AUS 1,986,00 should have been sent by 24 of March 2016.

Kindly confirm the receipt of this confirmation.
Shall you need assistance or have questions about this letter,
please contact me immediately

Your business 1s greatly appreciated!
Mike Evans

Billing and Collection

Patricia Spratt For The Home
A.B.N 34832526321

Sydney.New South Wales,2000

Tend to arrive 9am-10am local time!

From: Richard Laslett <cjirsa@cox.net>
To: East SIG <east@melbpc.org.au>
Subject: east, Your refund has been wired R001243380

Dear east,

We are writing to confirm that the refund for Order no.
MAR/0603727 in the amount of $ 2,694.00 has been
remitted back to your account today. Kindly see the attached
|document for details about the transaction.

Please don't hesitate to contact me if anything's unclear

or further questions exist.

Richard Laslett | Accounting Management
Orville Platt High School | +61.08.9258.4855
Darra,Queensland.4076
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What Happens ?

Buy Decryption  D=crypt Single File

Needs “click” to open / activate

Buy decryption and get all your files back
Virus encrypts documents, pics, music etc

Buy decryption for 399 EUR before 2015-08-12 10:47:13
OR by it lates with the price of 798 EUR
[ime laft bafora p reasa; #4:25:40

LOOkS qt q" driveS, ihClUding nei'WOI'kS Your total filas encrypted: 3048

rize: 1.4791198 BTC (areund 399 EUR)
P ot O BTC {around O EUR)
Remaining amount: 1.9791198 BTC (areund 399 EUR)

May give “progress” message
(we are now getting your details)

Buy Decryption with
. . n Register bitcoin wallet
D a iq C a i o n Iy b e ret" eve d U SI n g a fau should register Bitcain wallet, see easy instructions or watch videa on YouTute,
specific decryption key B by bitcois

Plagse sae racaomment allars in yaur cauntryg,

Ransom demand to get the needed key

howtnbuybiteoins. info - Big I trusted Bicoln online exchanges In lreland.




Your personal files are encrypted by CTB-Locker,

FFFFFFFFFFFFTFFFFFFFFTFFFIFFFFFFFFFFFFFFFFFFFF AT T TFTFEFFFFFFFTTFFFFFFFFFFFFFFFy

I _—__LI i —3
Your personal files are encrypted by CTB-Locker.

I

T T T T T T T T T T T T T T T T T T T T e e T

Your documents, photos, databases and other important files have been encrypted with strongest
encryption and unique key, generated for this computer.

Private decryption key is stored on a secret Internet server and nobody can decrypt your files
until you pay and obtain the private key.

You only have 96 hours to submit the payment. If you do not send money within provided time, all
your files will be permanently crypted and no one will be able to recover them.

Press 'Wiew' to view the list of files that have been encrypted.

Press ™Next’ for the next page.
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309D of personal documents and files on this computer or dewice have just been encrypted
Encypted means you wil not be able to access your fies anymore, untl they are decrypted
Your onginal fles have been deleted, these can be recovered as descnbed below

Cick on "View encrypted files” to seeo a kst of files that got encrypted

The encryption was done with a unique generated encryption key (using AES-128)
The only way 10 decrypt your files, is 10 obtain your private key and IV

The prvate key, whech will allow you to decrypt and get your onginal files back,
15 stored on our Server. Each time the timer hits 2ero, the total costs will raise with the starting
pnce

To recewve your private key, you need to pay the amount of bitcon displayed left of this window
(costs)
You nead 10 send the amount of biicoms 10 the bitcomn address at the bottom of thes window

Afer the purchase 1s made, please wat a few minutes for confirmation of the bitcoins
After the bitcomns are confirmed, ciick the ‘check payment and recenve keys' button
Your keys will appear in the textboxes After that, you simply chck ‘decrypt using
keys', your hles will be decrypted and restored 1o ther ongnal locaton

You can easdy delete this software, but know that wathout it, you will never be able
10 get your ongnal fles back

LA v LN PedeyrigneWe lly 25 D VW QTR Goi



Open an account on Circle, Coinbase
LocalBitCoins. This gives you the bas
facilities to send, receive, and store

am DM

Buy Bitcoins with a standard offline
currency, either from a bank
transfer, cash, or credit card

payment. Your new digital funds are |

added to your wallet,

Your account on one of these
bitcoin hosts will provide you a

] |)|>cfnnn nf lottor and

bitcoin

eat fresh™




Recovery \

« No guarantee key will be provide

« Still need to remove the virus . ... to stop re-infection, 2nd Hit

e OR Use Imqge Restore - may needto go back a few days/w

 Trade-off — Delayed Encryption ( to infiltrate backups vs expg



Summary

Ransomware be
targeting individuals and Small Business

» Social Engineering concepts being exploited - for the Gullible
» Critical that we have good Off-line backups ( and tested..)

» Good housekeeping - Don’t open unsolicited or copycat emdils

be wary of mock or known problem websites / magerial

» Overall education needed ... Family, Staff etc



