Improving Security
It is assumed that you use a well updated antivirus program, preferably one such as Norton that incorporates a malware check, a firewall, site checking, key loggers and root kit avoidance.  There are separate freeware programs for all of those functions. Updating and a quick scan may be done daily.
Running Ccleaner daily can get rid of history and much other browsing junk. Generally avoid touching the registry because there is a slight risk of corruption or erroneous deletion.
The next defence is to have daily or frequent disk images. If you back up to external drives, disconnect the drive afterwards because ransomware can infect them through a connection. Anyway you store external drives away from the computer in case they are stolen or destroyed with the computer. If your backups are to the cloud make sure that there are shadow versions which can be restored in case ransomware has encrypted the current version.
Cyber criminals may hide their tricks in image files and send data back. This technology called steganography is not well handled by current antivirus software but has so far mainly affected large companies.
There has been plenty written about phishing. Emails have become much more sophisticated. A common ploy is that something will be cancelled unless certain details are confirmed. Confirm those details and a bank account will be drained or a credit card ramped up. Sometimes a false logo will be shown. Any url shown may be similar but is probably false. Never click on any link. That may open the door to serious trouble. Just opening a suspicious message confirms that your email address is valid. Delete the message then maybe delete it again in the junk or deleted folder in case there is a Trojan feature.
There are now many tempting malicious android applications being offered. Google Play Store and Apple Apps Store, if genuine, may be safer.
Software for mobile devices should be regularly updated. Wi-Fi has its own vulnerabilities. Switching off may increase vulnerability. Suppliers are working on fixes.

There is a very old saying that if something sounds too good to be true it probably isn’t. 

