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Good Email Practice & Safe Netiquette

Do you really know how to send and forward e-mails correctly? Do you wonder why you
get viruses, spam or junk mail?

When sending emails to more than one person, it is important to send in a format that
protects the recipients from having their email address collected and used for spam or
more serious ‘phishing’ activity (rogue operators that attempt to steal your money).

Sending email to a group

e To protect the group’s email addresses, it is good practice to place the names in the
bcc address box.

Nb The people in the bcc address box will be unaware of the others who also
received this email.
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Forwarding an email

. Every time you forward an e-mail there is often information left over from the people
who got the message before you, namely their e-mail addresses and names.

As the messages get forwarded from one person to the next, the list of addresses builds,
and builds, and builds, and is stored by each computer. You will see all those names in the
body of the email forwarded to you.

All it takes is for someone down the road to get a virus, and his or her computer can send
that virus to every e-mail address now stored by his computer (which includes the
addresses in the headings of these emails he has received, as well as those in his address
and contacts’ lists).

As well as that, web crawler software can take all of those addresses and sell them, or
send junk mail to them in the hopes that you will go to a particular site, and he will make
five or more cents for each hit.

How do you stop it? The answer is simple.

When you forward an e-mail, DELETE all of the extra lists of addresses that appear in the
body of the message. That's right, highlight and DELETE them. It only takes a second
(see below).

However before deleting, if you intend that some of those listed should receive this follow
up email, you can copy all the addresses and paste them into the bcc address box
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Original Message J Delete all these names
From: glen & Terry Spragua
To: Vicki Bradford ; Rasdene Andrews | Jan Wanwick Jennings ; Bev Willis

Sent: Friday, Juns 15, 2012 3°55 PM
Subject: [Spam¥} Fw. Dancing

- Oviginal Messace -—-
From: JEMNY RIORDAN

To: Austin | Banry parrott ; BILedanne Williamson ; Devid Walls ; Glen & Tery Sprague | Graeme Langdon ; lan Dickson ; Kitty Murnane ; lesley donald ; lormaine club | lyne | McQueen Ray & Carmen

Sent: Fricay, Juns 15, 2012 3.04 PM -
Subjsct:: Ew: Dancimg \

Delete these too
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